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What are Internal 
Controls?
Internal Controls comprise a series of internal policies, 
procedures and processes designed to ensure an 
organisation functions efficiently while mitigating its 
exposure to risk and adhering to legal and regulatory 
compliance. These controls are fundamental building 
blocks that protect an organisation from the risks of 
fraud.

The specific types of fraud risks and the controls in place 
to mitigate these risks will vary depending on the size 
of the organisation and the nature of its activities – but 
many internal controls are common to all.

Internal Controls and 
Fraud
Internal Controls not only make it more difficult to commit 
fraud, but also make it easier to detect fraud once it 
has occurred, additionally providing a mechanism to 
correct any weaknesses in the system that allowed that 
fraud to occur. By detecting a fraud earlier, the financial 
and reputational impact on the organisation will likely 
be reduced. Internal Controls are generally grouped into 
three categories. These are:

•	 Preventative Controls
•	 Detective Controls
•	 Corrective Controls

Preventative Controls
Preventative Controls are designed to prevent errors 
or fraud in advance. The following are some of the 
preventative controls that can be employed:

•	 Tone from the Top 
Senior Leaders have an integral role in setting the 
correct tone and demonstrating that the organisation 
has a clear commitment to fraud prevention. This can 
be demonstrated by communicating this stance with 
internal and external stakeholders, providing funding 
for counter-fraud activities like training, and leading 
by example through their own actions.  

•	 Code of Conduct 
An established Code of Conduct outlines the  
behaviours expected from everyone involved with the 
organisation. By setting out and codifying acceptable 
and unacceptable behaviour where it relates to fraud, 
the Code serves as an effective fraud prevention tool.

•	 Anti-Fraud Policy 
An established Anti-Fraud Policy outlines the  
organisation’s stance relating to fraud, setting out the 
behaviours expected from those who work with and 
for the organisation. Through clear communication 
on the implications and consequences of committing 
fraud, the policy will deter individuals from  
committing fraud. 

•	 Segregation of Duties 
Segregating duties ensures no single individual can 
perform all steps in a particular process. This can  
prevent, for example, a person approving purchases 
from being the same person who pays for purchases, 
or ensuring expense claims are authorised by  
someone other than the expense claimant, thereby 
reducing potential for abuse of the process. 
 
It is important to beware, however, that segregation 
of duties prevents one person from committing fraud 
alone but does not guard against collusion.

•	 Physical Access Controls 
The implementation of Physical Access Controls 
ensures that access to items of value, sensitive 
documentation,  or online banking access fobs, are 
properly controlled. Examples of access controls are 
passes and ID cards to enter buildings, the escorting 
of visitors around the premises, securely locked safes 
and cupboards, and ensuring a controlled process is 
in place for accessing keys. 

•	 IT Access Controls 
Passwords and biometric controls like fingerprints 
and facial recognition should be widely employed to 
control access to computers and other IT systems, 
particularly where finance systems and access to 
online banking facilities are concerned. These access 
controls should be based on the requirements of each 
specific role. 

•	 Due Diligence and Employee Screening 
Advance due diligence should always be conducted 
on suppliers prior to a working relationship  
commencing to establish credentials. Reference 
checks and employee screening should likewise be 
thoroughly conducted on employees, contractors 
and volunteers to continuously vet the workforce and 
identify any issues that may arise. 

•	 Training and Awareness 
All employees and other individuals involved with  
an organisation should be properly trained on  
role-relevant policies, procedures and processes to 
minimise errors occurring. By raising awareness of 
the risk of fraud, employees and staff will be  
appropriately equipped with the skillset to prevent 
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fraud risks materialising and identify irregularities  
and red flags in a timely manner. 

•	 Employee Assistance Programme (EAP) 
An Employee Assistance Programme provides  
employees with a safe-space to confidentially  
discuss any work-related or personal issues they may 
have. By providing advice, support and solutions, this 
can reduce motivation for employees to commit fraud 
where an issue has arisen, like a gambling problem  
or financial concerns related to the cost of living.  

Detective Controls
Detective Controls are designed to identify errors or other 
irregularities (that may indicate fraud) after they have 
taken place. The following are some of the detective 
controls that can be employed:

•	 Account Reconciliations 
Reconciliations should be regularly conducted to 
identify any unusual account activity. This should 
include conducting a monthly bank account  
reconciliation and carrying out specific customer 
or supplier account reconciliations where relevant. 
These are important as they may identify any  
unexplained transactions or spending patterns. 

•	 Internal Audits 
Internal Audits provide the opportunity for an  
independent internal team to examine particular 
departments or business processes in detail. These 
audits may provide opportunity for internal auditors to 
identify irregularities that may be indicative of fraud. 

•	 Inspection of Assets and Inventory 
Regular inspections of inventory and assets provide 
an opportunity to verify whether any assets and  
inventory are unaccounted for. 

•	 Data Analysis 
Analysing data held by an organisation can help  
identify anomalies which may require investigation. 
Analysing spend data for example can help  
identify areas where spending is higher than usual,  
or if a dormant customer or supplier account has 
been unexpectedly reactivated. Though not all  
anomalies will be related to fraud, these may merit 
further investigation. Analysing inventory records can 
also help identify unusual patterns of inventory  
usage which may require further examination. 

•	 Whistleblowing or Speak-Up Mechanism 
It is important to provide a mechanism for those that 
work for and with the organisation to raise concerns 
relating to fraud and other potential misconduct. 
Depending on the size of the organisation, this can be 
via a dedicated phoneline or email address, or even 
through reporting to an audit committee chair or chair 
of the board.

Corrective Controls
Corrective Controls are intended to address issues after 
they have been identified and minimise impact. The 
following are some of the corrective controls that can be 
employed:

•	 Update Policies and Procedures 
Following any incident of fraud, improvements to 
strengthen policies, procedures and processes may 
be required to prevent reoccurrence.

•	 Training 
After a fraudulent incident, employees and other  
staff may require training on any new policies,  
procedures and processes that have subsequently 
been implemented, or refresher training on existing 
policies, procedures and processes. In some  
situations, it may be appropriate to share details  
of how the fraud was perpetrated to prevent  
reoccurrence and to raise general awareness. 

•	 Blocking Transactions or Access 
Transactions where fraudulent activity has been  
suspected may be blocked from proceeding, and 
access to IT systems where unauthorised access  
is suspected can likewise be blocked.

Failure to Prevent Fraud 
Offence
The Home Office has published guidance to  
organisations setting out the procedures that relevant 
bodies can put in place to demonstrate that they have  
reasonable prevention procedures in place. This guidance 
is principles-based and is summarised in the Business 
Fraud Alliance Checklist available here:   
businessfraudalliance.com/resources/failure-to- 
prevent-fraud-offence-a-checklist/
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