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What is procurement?

“Public procurement is the process of the acquisition, usually by means of a contractual arrangement after public
competition, of goods, services, works and other supplies by the public service. The public procurement process
spans the whole life cycle from initial conception and definition of the needs of the public service through to the end
of the useful life of an asset or the end of a contract.” Source: NI Public Procurement Policy

Public procurement is vulnerable to fraud and corruption because of the level of expenditure, the volume of
transactions, the complexity of the process and the number of stakeholders involved. Procurement fraud can
only be tackled effectively if it is identified, measured and reported. Only by recognising the nature and level of
procurement fraud can effective controls be put in place.

Common types of Procurement Fraud

Bid rigging- common forms include;
- Bid rotation

- Bid suppression

- Complementary bidding
Bribery

Kickbacks

Invoice fraud

Collusion

Manipulation of Bids
Rigged specifications
Product substitution

Procurement life cycle

It is imperative to be mindful of the key risks/ red flags and mitigating controls
associated with each stage of the procurement lifecycle

Pre-Tender
pre-tender stage — identifying need; Stage
tendering — includes sourcing suppliers,
evaluating tenders and selection of suppliers;
award of contract;

Non-Tender

contract management — includes performance, L AT Tender Stage

quality, contract variation, invoicing; and

non-competitive procurement. Procurement

Contract Award of
Management Contract
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Fundamental principles

There are some over-arching fundamental principles which should be at the forefront of any consideration of
fraud risk, including procurement fraud risk:

* CULTURE - an open, honest, anti-fraud culture, with visible anti- fraud and raising concerns policies and
adherence to the principles of public life, are essential in all public sector organisations.

+  RISK ASSESSMENT - an organisation must know its fraud risks (including procurement fraud risks)
before it can counter them effectively.

»  AWARENESS - if staff in an organisation don’t receive regular fraud awareness training and don't consider the
potential for fraud, then they won’t recognise fraud. Raising awareness through ongoing training is key.

Self-assessment checklist

Organisations may find it helpful to use a self-assessment checklist to help provide a degree of assurance in
relation to the organisation’s overall procurement process. The checklist below is for guidance only and is not
intended to be exhaustive.

Good practice standard |Yes / No Action required

Do we have a zero tolerance policy
towards procurement fraud?

Have we undertaken procurement
fraud risk identification and
assessment?

Are we vigilant for new procurement
fraud risks and scams?

Do we require staff in procurement
roles to have annual training in
ethical procurement, including
fraud awareness?
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Good practice standard |Yes / No Action required

Do we have the right approach - and
strategies, policies and plans - that
are effective in countering
procurement fraud?

Do we have a ‘no purchase order, no
payment’ policy?

Do counter-fraud staff review the
procurement activity of our
organisation?

Do we report regularly on how well
we are tackling procurement
fraud risks?

Do we raise awareness of
procurement fraud risks with:

new staff (including agency staff),
existing staff, and our suppliers?

Do we work well with national,
regional and local networks to
ensure we know about current
procurement fraud risks and issues?

Do we work well with other
organisations to ensure we
effectively share knowledge and
data about fraud and fraudsters?

Do we identify areas where our
internal controls are not working as
well as intended? If so, do we take
action quickly?

Have we reviewed our procurement
procedures in line with best practice?

Do we have arrangements in place
that encourage our staff to raise their
concerns about money laundering?
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Good practice standard |Yes / No Action required

Do we have effective arrangements
for recording and reporting
procurement fraud?

Do we have visible and effective
arrangements in place for staff to
raise concerns?

Are we confident that we have
sufficient counter- fraud capacity
and capability to prevent and detect
procurement fraud?




