
Business 
Fraud Alliance
Protecting                    Business.                                     Preventing Fraud

Business Authorised 
Push Payment Fraud 
Helpsheet

1



What is APP Fraud?

Types of APP Fraud

Businesses and APP Fraud

Recognising APP Fraud

Preventing APP Fraud

3

3

3

3

4

Business Authorised Push Payment Fraud Helpsheet

Contents

2



What is APP Fraud?
APP means an ‘Authorised Push Payment’. This is the process when 
one person makes a financial payment from their bank account to 
another account, perhaps for a service or a product. The payment is 
being ‘pushed’ from their account to the receiver’s account. 

This has been ‘authorised’ by the sender (using online, mobile or 
telephone banking services) and has been completed as they intended. 
Note that this differs from a Direct Debit which is instead ‘pulled’ from a 
person’s bank account by the receiving party.

APP Fraud is the process by which fraudsters have successfully tricked 
a person into making (or pushing) a payment to a fraudulent party. In 
cases like this, fraudsters will deliberately mislead the paying party 
into believing they are completing a genuine transaction for goods or 
services they require, for example, to a builder they have employed. 
The fraudsters may impersonate the builder and trick the person into 
pushing a payment to the fraudster’s account, rather than the builder’s 
legitimate account. 

This is regarded as PUSH PAYMENT FRAUD.

Types of APP Fraud
APP Fraud is a fast-emerging problem that has become widespread 
because of the many different methods it can be committed.  
Some examples of APP Fraud to be aware of are:

•	 CEO Scam – an employee is deceived into transferring funds to 
someone impersonating a senior executive.

•	 Invoice Scam – a business or  individual pays a fake invoice  
believed to be from a legitimate supplier.

•	 Investment Scam – a victim sends money to a fraudulent  
investment scheme, believing it to be a genuine opportunity.

•	 Ticketing Scam – a victim pays for event or travel tickets which  
are either fake or never arrive.

•	 Impersonation Scam – a victim is persuaded to transfer money  
to a fraudster who has posed as a trusted figure, like a bank  
employee, police officer or government official.

•	 Safe Account Scam – The victim is deceived by a fraudster  
impersonating a bank employee, utility company or law  
enforcement into believing their account has been compromised. 
They are tricked into transferring their money to the suggested 
‘safe’ account, controlled by the fraudster.

•	 Business Email Compromise Fraud – employees are tricked into 
authorising payments to spoofed business emails that appear 
genuine.

Businesses and APP Fraud
APP Fraud has become prevalent in the business industry across the 
last decade. Businesses are just as susceptible to individuals when it 
comes to APP Fraud, with devastating financial as well as reputational 
consequences.

For businesses, the most common types of APP Fraud are:

•	 Invoice Fraud
•	 Business Email Compromise Fraud
•	 CEO Fraud (where a fraudster poses as senior management  

seemingly authorising urgent payments)

If a paying party is victim to APP Fraud, depending on certain factors 
they may be reimbursed under the Mandatory Reimbursement  
Requirement (“Requirement”). The Requirement, introduced on 7 
October 2024, applies to all victims who are:

•	 Individuals
•	 Microenterprises (small businesses with fewer than 10 employees 

and turnover under €2 million)
•	 Charities (with annual income under £1 million)

Medium to Large businesses are NOT COVERED by the Requirement 
as these organisations are expected to have robust internal controls in 
place (e.g., payment verification procedures, staff training, fraud 
prevention polices) to minimise App Fraud.

Recognising APP Fraud
APP Fraud usually involves exploiting social engineering – the highly 
convincing fraudster creates a false sense of authority, credibility and 
urgency to manipulate the victim into making a payment. It is important 
to identify any warning signs or red flags early to prevent businesses 
falling victim to deceit. These can include:

•	 Urgency – Fraudsters often create a false sense of urgency, such 
as advising that a payment is overdue or a deal will fall through, to 
pressure victims to act quickly. This can cause funds to be trans-
ferred without proper checks taking place.

•	 Unexpected Changes – A sudden or unexpected change in bank 
account information from a known supplier or vendor without prior 
notice.

•	 Unfamiliar Requests – Emails or calls that appear to be from  
senior executives or trusted partners but using slightly altered   
addresses or contact details. These may also contain spelling  
errors, inconsistent formatting or unusual phrasing that differs 
from the sender’s usual style

•	 Unusual Demands – Attempts to bypass standard payment  
approval processes or insistence on secrecy. 

•	 Unverified Invoices – The receipt of payment invoices for goods 
or services that haven’t been ordered, or duplicate invoices with 
different bank details.
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Preventing APP Fraud
There is no single solution to preventing APP Fraud, so employee 
education is critical to raise awareness and encourage vigilance. 
This is especially important for those empowered to initiate or 
approve payments. To combat APP Fraud:

•	 Verify all payment requests through video or telephone calls with 
a known individual at the receiving party, particularly in instances 
where changes to account details have been requested.

•	 Implement dual approval processes for payment.

•	 Educate staff to recognise social engineering tactics.

•	 Introduce fraud detection platforms to monitor for anomalies  
in payment behaviour 

•	 Do not be afraid to challenge internally or external to your business 
if you are unsure. It is better to check before acting.
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