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Invoice Fraud: Types

Fake invoices

• Fake invoice scams happen when criminals send a fraudulent invoice or bill to a company, requesting payment for goods or 
services.

• The invoice might say that the due date for the payment has passed, or threaten that non-payment will affect credit rating.

Duplicate 
invoices

• Duplicate invoice scams involve fraudsters submitting the same invoice multiple times, often with the intent to trick a business 
into paying for the same goods or services more than once.

Pay in advance 
invoices

• Pay in advance or advance fee fraud occurs when fraudsters ask for up front payments for goods, services or financial gains that 
don’t materialise.

Internal fraud

• Internal fraud occurs when a company employee creates or alters invoices to deceive the company into payment or fictitious 
goods or services, or to divert payments to their own account.

Invoice fraud occurs when criminals send a fraudulent invoice or bill to a company, requesting payment for goods or services.
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Invoice Fraud: Checks

Paying a new 
supplier 

Verify payment details

Consider transferring a small amount 
first and confirming with the supplier 

that the details are correct and 
payment has been received.

Confirm payment details by a phone 
call.

Paying an 
existing 
supplier

Check any requests to change payment 
details with your supplier before 

making payments.

Contact your supplier using a trusted 
phone number or email address.

Beware of any request for urgent 
payments, particularly if you weren’t 

expecting an invoice from your 
supplier.

Educate Reconcile invoices with purchase 
orders.

Educate staff on fraud risks.

Ensure staff are aware of the warning 
signs of scams and remind them to 

raise any concerns about unexpected 
payment requests or changes to 

supplier information.

Report
Report any suspected fraudulent 
invoices to your bank and Action 

Fraud.
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Invoice Fraud: Red Flags

Have you been 
asked to urgently 

process a 
payment that is 

large or unusual?

Have you been 
asked to change the 

bank details of an 
existing supplier or 

to set up a new 
supplier?

Is the language used 
in the 

correspondence 
inconsistent with 

that of the genuine 
sender?

Is the invoice out of 
sync with the 

previous payment?

Has there been a 
change in the 

supplier’s name, 
address?

Is the invoice 
amount more than 

what you were 
expecting?
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Invoice Fraud: Other resources

❑ National Cyber Security Centre – www.ncsc.gov.uk – Making the UK the safest place to live and work 
online. The website provides guidance and resources for:
• Small and medium sized businesses (with up to 250 employees)
• Large organisations
• You and your family
• Self employed and sole traders
• Public sector
• Cyber security professionals

http://www.ncsc.gov.uk/
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